


Contents

1. About this Manual ......ccceeeeieiieiieierreerereeceecescescescesenscssssssssescescescesed

1.0 TNETOAUCHION ...ttt ettt ettt ve et e et esbeeebesbeesbeesseabeessanseeasesrsenbessseseessenseesseseenns 5
1.2 Structure of the Manual ........ccccceeieiiiiiiiiiciececteee ettt sttt et e e e sreebe s s esseeraereessenseens 5
1.3 Signs and SYMDOLS ......ccourueuiiriririciiiieiectree ettt 6
1.4 ADDTEVIAtIONIS «.euveeuvieeieiieeie ettt ettt ettt et et te et e s te e beeaeesbaesbeeseeabeeseeabeeabeseenseeseenseereenreenns 7

2L FUNCHONS oottt e s e e s a e s b e 10
2.2 FQAtUIES oo et 11
2.3 LICONSING oottt et s 12
2.4 System ReqUITEIMENTS ........coiiiiiiiiiiiiiici e 12

I D Y1 21 1 FY w10} o R, |

3.1 Important Information on Installation .........cooeeereieiieiii e 13
3.2 Performing InStallation ........cccueuivieiinieinieiniciictcnctce ettt 14
3.2.1.In5talling SMC SETVET.....c.ovueiriiiriiiriitetieieteetete sttt sttt st sbe st sa e saenes 14
3.2.2.Installing SMC Frontend .........cccceeivieinieineinieinietneteee ettt 16

4. Avira SMC Frontend .......ccceeeeveeiereeeeeceeceecescessesensescescescessescesseseas 17

4.1 Starting SMC Frontend and Connecting to SMC SEIVer .......c.occccevrerereeirnnerecrenuererencnennene 17
4.2 Licensing Avira SMC........ccooiiiiiiiiiiiiiiiii s 19
4.3 SMC Frontend User Interface ... 21

5.1 OVEIVIEW oottt 25
5.2 Configuring Network and SMC Server Connections ........ccccceceeueererurmecoenennerenesesnenceseneenens 26
5.3 Setting the Security ENvIronment ...........ccccooveuiiinniciinnieci e 27
5.4 Installing SMC Agents in the Security Environment.........ccccococcoioivniioinnncnnnnccnnnne 33
5.4.1.Installing SMC Agent through SMC Frontend
(Windows 2000/ XP Professional/ Vista/ UNIX) .......ccceooveeiieeieieeeeeeeeeeeeeeeeee e 34
5.4.2 Installing SMC Agent Manually (Win XP Home Edition,
optional: Windows 2000/ XP Professional/ Vista) ........ccocccceirirreinnnccennnccenens 35
5.4.3.Silent Agent Setup on WIndOWS .........cceieirieuiinininieiincecree e 37
5.4.4.Installing SMC Agent Manually (optional for UNIX Systems) ......cccoceverveerecrueennenes 38
5.4.5.Uninstalling SIMC ANt .....ceeueuirieirieirieinietrtertrenterestete ettt st sae e et e e seebeneenen 39
5.5 Configuring Avira SMC.........cccciiiiiiiiiiiiiiicc e 40
5.5.1.Changing the Configuration of SEIVICES .......c.cccvuruiirirnieucirrreee e 40
5.5.2.Configuration Options of Avira SMC Components...........ccoceevvuerinieniieniieninennnennnnes 41
5.6 Updating Avira SIMC ..o 48
5.6.1.Updating SMC Server and Frontend.............cccooovieiiinnicinniciccceeeeceenee 48
5.6.2.Displaying and Changing Update Tasks for SMC Server .........c.ccccceevueeverrnccnnnnnnen 50
5.6.3.Updating SMC AZENTS ....ccceueeeuirieuireerineerinteieeterenteuesteesteestet s st st seeseseesesee st saesesaeneseenes 50
5.7 User Management.......cccccuiiiiiiiiiiiiiiiiicie sttt 50

(IR0 1371 11 + e e U 4

6.1 OVEIVIEW ettt s s s a e e s sa e 57
6.2 Managing the Software Packs .......cccccveiniiineiniiiiiieicccetceeeeeeeee e 58
6.2.1.Adding and Deleting a Software Pack .........cccocevrerieineiineiinennicncncnceneeneenee 58
6.2.2.Installing and Uninstalling a Software Pack.......ccccoceivrineineincincncinecnccnee, 60
6.2.3.Changing the Configuration of an Avira Product.........cccocecerecirennennennenncnnennne. 62
6.3 Creating Filtered COMPULET GTOUPS ....veuveveuieueieiinieeiieinierererereeeretestsse sttt seeesee s seeseseene 63
6.4 Displaying Information about a COmpUter 0 GYOUP ......ccveverueuerierenieeinreninreninreenreenseeraeneene 66
6.4.1.Displaying Information about a Node/Computer ...........ccccceeurreiinnnccinnicecenn. 66

Avira GmbH Avira Security Management Center



6.4.2.Displaying Information in the Details panel ........c.cccoevenevneinenncnnennenncnenee 67

6.5 VIeWIng EVeNES....cccooiiiiiiiiiiiiiiciicc e 73
6.6 Performing Commands and Planning TasKks .........cccceeerieciniininninnicicinceneceneeeneeeene 75
6.7 Creating and Listing REPOTLS.......ccoeiriirieinieiniiinieietetse ettt 79
6.8 Sharing Files/ Licenses/ Programs in the Security Environment ..........c.ccccccovvvviiinnnnnn. 83
6.9 Handling EYTOTS ....cccocciiieiiiiniiinieeieirictneteeteet ettt ettt et sa ettt 86

7. Updating Avira Products .......ccccceeveeenieennienniieniencennccenncennceeneee. 89

7.1 Using the Internet Update Manager.........ccceevueueuiininiereinniereeieneeneseeseeseseesessesesesesnenesesenes 90
7.2 Updating Packs in the Software Repository .........c.ccoveueuiviniricricinnieieiinecceeeccenenenees 92
7.3 Updating Avira PYOQUCES ...c.covvveueuiririeieiiinirieictiieieccreeete ettt neneaes 93

8. Troubleshooting ..........cccciriueniiiiniiiiiiiiiiniiiiniiiieieneecnineeennee... 94

8.1 Prerequisites for communication between

SMC Agents and SMC SEIVET ..........c.cueirirucucinirieeieene st 94
8.2 Prerequisites for ADS IMPOTT .....ccirieiiriiiriiieicieeeeereret ettt e 94
8.3 Backup SMC Server FIles ......c.cooiiiiiiiiiiciiiieicc e 95
8.4 MMC Error when Installing SMC Agent.........c.coovviuiuiinniciinccisseeeeee e 95
8.5 SOftware Pack IDS ......c.ciiiiiiiiiiiiccicc e 96

9. Products Supported by Avira SMC ........cccceeueuniinrencencencenncencenss. 97

9.1 Supported AVIra PrOAUCES ....cceouiriiiiiiieiteeee ettt s 97
9.2 Product-specific Configuration Panels .........cccoccveeniirniinininnininiieeeceeeeeeeneeeneeee 97

J0. SEYVICE .eeeuereneriereeereeeeeceeseesseesseesesssesssssssssssssssssssssssssssssscescensee DS

LO.1 SUPPOTE ettt sttt ettt ettt st b et s bttt s ettt be et bt nesre e re s 98
10.2 ONlNE SHOP...coueiiieiiriirieeiierteeee ettt ettt et ettt ettt b e aen 99
TO.3 COMNLACE oo e e 99

Avira GmbH Avira Security Management Center



About this Manual

1 About this Manual

In this Chapter you will find an overview of the structure and contents of this

manual:

+  Structure of the Manual — Page 5

+ Signs and Symbols - Page 6

1.1 Introduction

In this manual, we have included all the information you need on Avira Security

Management Center.

For further information and assistance, please refer to our website, to our
Technical Support hotline and to our regular Newsletter (see Service — Page 98).

Your Avira Team

1.2  Structure of the Manual

Avira GmbH

The manual for your Avira software consists of a number of Chapters, providing

the following information:

Chapter

Contents

1 About this Manual

The structure of the manual, signs and
symbols.

2 Product Information

Overview of the software features.

3 Installation

Important information on installing SMC
Server and Frontend.

4 Avira SMC Frontend

Overview of Avira SMC Frontend.

5 Configuration

- Configuration of the Network and Server
connections,

- Configuring the Security Environment,

- Configuring and updating SMC services,
- Installing SMC Agents.

6 Operation

Working with Avira SMC:

- Managing software packages,

- Installing and configuring Avira products,
- Managing computer groups,

- Performing commands and planning tasks.

7 Updating Avira Products

Methods of updating Avira products in SMC.

Avira Security Management Center 5




About this Manual

Chapter Contents
8 Troubleshooting Workarounds and solutions for Avira SMC.
9 Products Supported by Avira | Avira products, supported by Avira SMC.
SMC
10 Service Avira GmbH Support and Service.
1.3  Signs and Symbols
The following signs and symbols appear in this manual:
Symbol Meaning
... shown before a condition that must be met prior to
performing an action
> ... shown before a step you have to perform
L ... shown before the result that directly follows your action
... shown before a warning if there is a danger of critical data
(') loss or hardware damage
J
... shown before a note containing particularly important
0 information, e.g. on the steps to be followed
... shown before a tip that makes it easier to understand and
@ use Avira Security Management Center
For improved legibility and clear marking, the following types of emphasis are also
used in the text:
Emphasis in text Explanation
C:\Avira\ Path and filename
Choose component Elements of the software interface such
Select all as menu items, window titles and
buttons in dialog windows
http://www.avira.com URLs
6 Avira Security Management Center Avira GmbH
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Emphasis in text Explanation

Signs and Symbols — Page 4 Cross references within the document

setup.exe /remove Commands and editable text within
files

1.4 Abbreviations

Avira GmbH

This manual uses the following abbreviations:

Abbreviation Meaning

DHCP Dynamic Host Configuration Protocol
(a protocol for dynamic allocation of the host IP address)

GUI Graphical User Interface

IUM Avira Internet Update Manager

MMC Microsoft Management Console

NTLM NT LAN Manager (a Microsoft authentication protocol for
remote access).

SMC Avira Security Management Center

SSL Secure Socket Layer

TCP/IP Transmission Control Protocol/Internet Protocol

Avira Security Management Center





